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O Pr o] e c tuncentas keventor candition that, if it
occurs, has a positive or negative effect on one or more
project objectives , such as scope, schedule, cost and

qgual i1 ty. o

PMBoK, Fifth Edition

No risks? No projectse

An uncertanty (lack of complete knowledge about a future event ) that
matters

Negative risks -> threats
Positive risks-> opportunities

o Do To I»
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Unexpected events : Certain events
Risks(known unknowns )
(unknown unknowns ) (knowns)

Total uncertanty Partial uncertanty

_ No uncertanty
(management reserves) (contingency reserves)

Risk Management
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= Fr
ﬂ:ﬁpa d I PMENIC, Project Management InstituteNorthern Italy Chapter, all rights reserved



v | RISK DEFINITION

NORTHERN ITALY CHAPTER

A RISK CAUSESa given or potential (currently existing or certain to
exist in the future ) requirement , assumption , constrain or condition
that creates the possibility of positive or negative  outcomes »

PMBoK, Fifth Edition

A RISK EVENThe event that might occur

A RISK PROBALITYhe likelyhood for the event to occur (greater
than 0% and lessthen 100%)

A RISK IMPACTSconsequences the event might produce on
project objectives , should it occur

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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Cause Because o f é
(Fact or Condition)

Risk
(Uncertainty)

.

Effect Causing é
(Possible Result)

It may happen that é

Figure 5-2. Cause, Risk, and Effect

PMI Practice Standard for Project RiskManagement
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RISK ATTITUDE

PEOPLE & RISK PROCESS

ap.l

RISK
AVERSE
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UNCERTAINTY ACCEPTANCE
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O0Project Risk Management i ncl
conducting risk management planning, identification,
analysis, response planning, and controlling risk on a project.

The objectives of project risk management are to Increase
the likelihood and impacts of positive events, and decrease
the likelihood and impacts of negative events Il n the pr

PMBoK, Fifth Edition

|dentify and prioritize risks in advance , to proactively actto manage
risk

Essential to all other project management processes, which should

be performed at the level of best practices available

Applied to all projects , appropriately and consistently with
organizational practices and policies

Conducted on an  ethical bases

o T T P>
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A

PLAN RISK MANAGEMENTPLANNING): «defines the scope and objectives of the
Project RiskManagement process, and ensures that the riskprocess isfully
integrated into wider project management.»

IDENTIFY RISK&LANNING): «ddentifies as many knowable risksas practicable .»

PERFORM QUALITATIVE RISK ANALY$FE.ANNING): «Evaluates key characteristics
of individual risksenabling them to be prioritized for further action .»

PERFORM QUANTITATIVE RISK ANALY3PEANNING): «Evaluates the combined
effect of riskson the overall project outcome .»

PLAN RISK RESPONSHEBLANNING): «Determines appropriate response strategies
and actions for each individual riskand for overall project risk and integrates
them into a consolidated project management plan .»

(MONITOR AND) CONTROL RISKSMONITORING AND CONTROLLING). «dmplements
agreed -upon actions , reviews changes in project riskexposure , identifies

additional riskmanagement actions as required , and assessesthe effectiveness of
the Project RiskManagement process .»

PMI Practice Standard for Project RiskManagement
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ap.l

CRITICAL SUCCESS FACTORS for
PROJECT RISK MANAGEMENT

Recognize
the Value of Risk
Management

Individual
Commitment/

‘ Responsibility

Integrate
with Project
Management

Risk
Management
Success

Scale Risk
Effort
to Project

[ Open & Honest
Communication

Organizational
Commitment

Figure 1-2. Critical Success Factors for Project Risk Management

PMI Practice Standard for Project RiskManagement
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A OBJECTIVES«develop the overall risk management strategy  for
the project, to decide how the risk management processes will
be executed , andto integrate the Project Risk Management
with all other project management activities.»

- - o Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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JP“' PLAN RISK MANAGEMENT
A BENEFITS
A Ensureriskmanagement iscommensurate with both risks
and importance of the project to the organization

A Ensureriskmanagement iscommensurate to organization
and stakeholders 0Orisk attitude

A Communicate with and obtain agreement and support
from all stakeholders , to make riskmanagement effective
throughout the project life cycle

- - o Risk Management to secure your business succeEsn@k- 24/03/2017—Michela Ruffa
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A CRITICAL SUCCESS FACTORS

A Identify and address barriers to successful
RiskProject Management
A Value of Project RiskManagement is

recognized by project Stakeholders and within
the organization

A Project valid definition and high level planning
information are available (project charter)

A Project riskmanagement organizational assets
(project and riskmanagement procedures |,
templates , roles, responsibilities , authority level,
glossary, € ) availalde

A Involve Project Stakeholders in Project

RiskManagement

A Comply with the Organizatio n & s
Objectives , Policies, and Practices

- - o Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A Provides all project stakeholders with a common view about
A How riskmanagement activities will be handled
A What has been agreed upon
A What responsibilities and involvement stakeholders will have

A Includes
A Project description

A RiskManagement strategy , organization and methodology

A Roles & Responsibilities

A RiskManagement tools and guidelines for use (i.e. probability and impact
scales, RiskBreakdown Structure ), templates

A Stakeholder riskattitude (tolerance , thresholds)

A Criteria for success ( project , riskmanagement processes)

A Tracking (recording , sharing, auditing, lessonscaptured )

A Communication

A Budgeting & Timing for RiskManagement

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A OBJECTIVES«Identify all the knowable risks to project objectives,
at the maximum extent that is practicable »

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A BENEFITS
A Document identified risks
A Provide information to proactively anticipate events
A ldentify potential responses

- - o Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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Synchronous, converging
Synchronous, diverging

NG § AA | RB

Asynchronous, converging

CK § DE

Quantity (Discover) Quality (Validate)
BSd Brainstorming SA & Stakeholder Analysis
CS - CSM Crawford Slip Method IN 8 Interviews
AD - Affinity Diagram SWd Swot Analysis
NG & Nominal Group Technique DT & Diagramming Techniques
AA 90 Assumptions Analysis CK 8 Risk Check -Lists
RBJ RiskBreakdown Structure (Prompt List) DE 8 Delphi Technique

- - o Risk Management to secure your business succeEsn@k- 24/03/2017—Michela Ruffa
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O0The ri sk doaumants tn&hich ihes reaults of risk analysis and
risk response planning are recorded . It contains the outcomes of the
other risk management processes, as they are conducted, resulting in

v

an increase in the level and type of information contained é 0

A Provides all project stakeholders witha  common view about
A Project risks (threats and opportunities)
A Risk Management

A Includes
A Risk information (causes, probability, impacts, category, triggers)
Risk Owner
Risk Priority
Risk Response strategy and actions
Risk Status
é

Do Do To Io I

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa

= Fr
ﬂ:ﬁpa d I PMENIC, Project Management InstituteNorthern Italy Chapter, all rights reserved



2P..l PERFORM QUALITATIVE RISK ANALYSIS

NORTHERN ITALY CHAPTER

A OBJECTIVES«Assess and evaluate characteristics of individually
identified project risks and  prioritize based on agreed -upon
characteristics.»

PMI Practice Standard for Project RiskManagement
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« BENEFITS:

— Support evaluation of probability for each risk to occur and
effects of each individual risk on the project objectives

— Identify common causes and/or common effects, to make risk
responses more effective

— Identify risks that have the most influence (positive or negative)
on achieving the project’s objectives, to address risk response
planning

o - Risk Management to secure your business succeEsn@k- 24/03/2017— Michela Ruffa
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A CRITICAL SUCCESS FACTORS

A Use Agreed -Upon approach , definitions and
rules (refer to RiskManagement Plan)

A Collect high-quality information about risks
(avoid bias, consider accuracy , reliability,

Integrity )

A Perform iterative qualitative  risk analysis , to
enhance process effectiveness

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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PROBABILITY AND IMPACT DEFINITION

Probability of occurrance and impacts on project objectives have
to be estimated as better as possible, according to what has been

defined inthe RiskManagement Plan:

AScales
AProject Objectives to be considered

ap.l

Table 11-1. Definition of Impact Scales for Four Project Objectives

Defined Conditions for Impact Scales of a Risk on Major Project Objectives
(Examples are shown for negative Impacts only)

Relative or numerical scales are shown
Project very low /0.05 Low /0.10 Moderate /0,20 High /0.40 very high /0.80
Objective
Insignificant cost < 10% cost 10 ~ 20% cost 20 - 40% cost > 40% cost
Cost Increass Increase Increase Increase Increase
Insigniniicant time < 5% time 5« 10% time 10 - 20% time > 20% time
Increase Increass Increase increase Increase
Scope decrease Minor areas of Major areas of 3;':&‘_?’3;;'?3 p';’ee‘r', :c';m';m
Scope barely noticeable scope affected scope affected SDONSOr pricreat
grad Only very demanding Quasity resuction Quallty reduction | Project end item
Quality Qt:‘:r:r ?, otlceaatlvl? applications requires sponsor unacceptable to s effectively
o are affected approval Sponsor useless

This 1able presents examples of tisk Impact oafinadtlons for Tour different peoject obpactives. They should be taliored in the
Risk Management Pranning process to the indwidual project and 10 the organization's risk theesholds. Impsct oefinitions can de
deveioped for opporiunities in o senilar way.

PMI PMBoK Hfth Edition

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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s Threats Opportunities
Probability Risk Score = Probability x Impact High (RED) / Med (YEL) / Low (GRN)
0.90 ; .
 VeryLikely [ | High | High 0

070 () U
Likely -
0.50 /

Possible o4 -
0.30 N D/ 0

Unlikely i
0.10 .

Very
Low

Example Impact Definitions — May Be Tailored to Each Project Objective
Impact on an Objective (e.g. Cost, Schedule, Scope, Quality)

0.05 | 0.10 | 0.20 | 0.40 | 0.80

High | Med. | Low

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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— Probability/Impact
— Urgency (proximity)

— Manageability (i.e. possibility to
manage)

— Impact at organization level (not
only project objectives)

— Categorize risks by activity

— Categorize risks by common
causes

— Note network path convergence
and path divergence (nodes,
sinks), FF and SS links, GERT vs.
other techniques

Risk Management to secure your business succeEsn@k- 24/03/2017— Michela Ruffa
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A OBJECTIVES«Provide a numerical estimate of the overall effect
of risk on the objectives of the project , based on current plan
and information, when considering risks simultaneously .»

PMI Practice Standard for Project RiskManagement

Risk Management to secure your business succeEsn@k- 24/03/2017— Michela Ruffa
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A BENEFITS

A Produce quantitative  riskinformation to support decision
making in order to reduce project uncertainty

A Evaluate the probability of successin achieving project
objectives
A What isthe probability toend project within a given date?
A What isthe probability to contain project cost within a given budget?

A Estimate contingency reserves for time and cost (appropriate
to risksand risktolerance )

A Evaluate how vigorous risk responses should be (based on
guantified risksand risktolerance )

A Estimate what costs or activities contribute the most risk, when
risksare considered simultaneously

A Estimate which individual risks contribute the most to overall
project risk

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A CRITICAL SUCCESS FACTORS
A Prior Riskldentification and Qualitative RiskAnalysis

Appropriate project models (WBS, probabilistic
duration and cost estimates , logical network)

A
A High-Quality and unbiased data
A

Methods to derive overall project riskfrom
individual risks(specified at the level of detailed "e‘?:

tasks or line -item costs)
A Monte Carlo simulation (riskanalysis of cost and schedule)

A Decision Tree (making decision when future events are not certain ,
combining effect of all risksto calculate an overall project measure
such as cost or value )

A Interrelationships among risks
A Riskswith a common cause are set to occur all together
A Risksare related to several activities or costs

A lterative

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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r

Qualitative Risk Analysis

¢ Addresses individual risks
descriptively

» Assesses the discrete probability
of occurrence and impact on
objectives if it does occur

* Prioritizes individual risks for
subsequent treatment

* Adds to risk register
e [ eads to quantitative risk analysis

~

ap.l

Figure 7-1. Comparison of Qualitative and Quantitative Approac

PMI Practice Standard for Project

D, 1 QUALITATIVE vs. QUANTITATIVE ANALYSIS

(

o

Quantitative Risk Analysis

* Predicts likely project outcomes
based on combined effects of risks

* Uses probability distributions to
characterize the risk’s probability
and impact

* Uses project model (e.g. schedule,
cost estimate)

* Uses a quantitative method,
requires specialized tools

» Estimates likelihood of meeting
targets and contingency needed to
achieve desired level of comfort

* [dentifies risks with greatest effect

on overall project risk

RiskManagement

Risk Management to secure your business succeEsn@k- 24/03/2017— Michela Ruffa
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A OBJECTIVES«Determine effective response actions that are
appropriate to the priority of the individual risks and to the
overall project risk . Ittakes into accountthe st akehol der s
attitude and the conventions specified in the Risk Management
Plan, in addition to any constraints and assumptions that were
determined when the risks were identified and analyzed»

PMI Practice Standard for Project RiskManagement

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A BENEFITS
A Determing the set of actions which most enhance the chances
of project success while complying with applicable
organizational and project constraints

A Identify secondary risks and residual risks

A Update project management plan with agreed -upon changes,
to guarantee risk responses are executed and effective

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A CRITICAL SUCCESS FACTORS

8 R
Communicate
People L J
7 3
Define roles and responsibilities
. J
\ ~ R
Plannin Specify timing of responses
Risk Response g | )
Planning r 3
’ ) Provide resources, budget, and schedule
. v
4 M
Address interaction of risks and responses

\

s — ; <

Ensure appropriate, timely, effective, and
L Analysis L agreed-upon responses J
7 R
Address threats and opportunities
\ J
4 R
Develop strategies
- J

Figure 8-1. Critical Success Factors for Risk Response Planning

PMI Practice Standard for Project RiskManagement
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RISK RESPONSE STRATEGIES

THREATS

 Avoid : ensure the threat cannot

occur or can have no effect on
the project .

Transfer: transfer to a third party
that isbetter positioned to address
the threat

Mitigate : identify actions that will
decrease the probability and/or
the impact of the  threat

» Accept :take no action unless the

threat actually occurs (contingency
plans, fallback plans).

OPPORTUNITIES

« Exploit: : ensure the opportunity

will occur and the project will
benefit of it.

Share: transfer to a third party that
is better positioned to address the
opportunity

Enhance : identify actions that will
increase the probability and/or the
impact of the opportunity

Accept :take no action unless the

opportunity actually occurs
(contingency plans, fallback plans).

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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RISK RESPONSE COSTS

RESPONSE STRATEGY

ADDITIONAL COSTS
(lower than expected benefits)

CERTAIN/POTENTIAL

1- Avoid/Exploit

Costs related to additional activities in WBS and in
project management plan (project baseline) to act
the response strategy

Certain, proactive

2- Transfer/Share

Additional costs to pay third parties for getting the
threat.

Low benefits for sharing the opportunities

Certain, proactive

3- Mitigation/Enhancement

Costs related to additional activities in WBS and in
project management plan (project baseline) to act
the response strategy

Certain, proactive

4a- Accept - active

Cost related to Contingency Plans and Fallback
Plans

Potential (Contingency
Reserve), reactive

4b i Accept - passive

Cost related to Workaround Plans

Potential (Management
Reserve), reactive

Risk Management to secure your business succeEsn@k- 24/03/2017— Michela Ruffa
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A CCPM 8 Critical Chain Project Management: schedule method
that allows the project team to place buffers on any project schedule
path to account for limited resources and project uncertainties

A Contingency Reserve (known unknowns ) vs. Management
Reserve (unknown unknowns )

Work Pack Control acc. Project Contingency Cost Management
Estimates Estimates Estimates Reserves Baseline Reserves

Activity
Estimates

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A OBJECTIVES«The primary objectives of riskmonitoring and
controlling are to track identified risks monitor residual risks
identify new risks ensure that riskresponse plans are executed at
the appropriate time, and evaluate their effectiveness
throughout the project life cycle .

In addition to tracking and managing the riskresponse actions
the effectiveness of all of the Risk Management processes should
be reviewed to provide improvements to the management of

the current project as well as future ones»

PMI Practice Standard for Project RiskManagement

v”.'//’
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A BENEFITS

A Check whether approved response actions have been
Included inthe current project management plan, and take
any appropriate action if necessary , invoking the change
management process with respect to any missing action

A Monitor trigger conditions related to contingent responses
A Measure effectiveness of the response
A Ensure periodic risk reassessment

A Perform risk audits, to identify any barriers to effectiveness or
keys to success in riskmanagement

A Identify lessons learned
A No risks«open» at the end of the project

Risk Management to secure your business succeBsn@k- 24/03/2017— Michela Ruffa
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A CRITICAL SUCCESS FACTORS

A Integrate RiskMonitoring and Control with
Project Monitoring and Control

A Continuously Monitor Risk Trigger Conditions

A Maintain Risk Awareness (communication |,
reports)

PMI Practice Standard for Project RiskManagement
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Grazie!

michela.ruffa@pmi-nic.org
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